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1 Summary

The DRS virtual server contains all the functionality of the hardware-based DRS-5000 but is deployed on a site’s existing server
platform in a virtual machine environment.

This document provides Advanced Integrators and IT professionals procedures for setting up a DRS virtual server. Contained
within are requirements for host and virtual machines, procedures for configuring a DRS virtual server using some of the most
common virtual machine products and options for storing DRS virtual server primary backups on remote servers.

2 Requirements and Recommendations

Host and VM requirements and recommendations:

This section lists host requirements and VM product requirements to successfully configure and support a DRS virtual machine.
**NOTE 1: the DRS-VM is currently only supported on VMM software listed below.

**NOTE 2: it is the customer’s responsibility to acquire and install the VMM software.

Host requirements:

e  Host capable of supporting the VM requirements below
e  Host OS already installed (Windows Server 2016 or 2019)
e  Virtual machine software already installed (e.g., VMware or VirtualBox)

Host recommendations:

e  Monitor, keyboard and mouse connected to host
e  Browser already installed (Chrome, Firefox, etc. Don’t use IE.)

VMM requirements:

e  VMware ESXi 6.x

e  VMware Workstation Pro 15.x*

e  VirtualBox 6.x with extension pack*
e  Microsoft Hyper-V*

* on Windows Server (2016 or 2019)

VM requirements:

e Minimum 2G RAM dedicated to the VM
e  Minimum 1 core dedicated to the VM
e  Minimum 160GB disk space available to the VM

Acronyms, Terms and Conventions

3.1 Acronyms and Terms
The acronyms and terms listed below are used in this document or are important for understanding concepts contained
within it.
DRS-VM A VM configured to use the DRS virtual machine disk image created by Frontrow
Host OS Host operating system runs directly on the physical hardware
VM Host A computer on which a VMM runs one or more virtual machines
Guest OS The operating system running on a virtual machine
(Guest) VM A virtual machine (VM) refers to a software abstraction of a computer system that is
installed, executed and hosted on the local physical machine. ... The Host and Guest share
hardware resources but the VM has a separate operating system, which executes on top
of the host machine’s operating system through a VMM.
nano A Linux text editor
NIC Network Interface Card
oS Operating System

Primary Storage Device

Customer configured remote location, preferably remote to the VM

Secondary Storage Device

Located on local drive at /pimg/drs_recovery
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VMM or hypervisor A virtual machine monitor (or manager) or hypervisor intermediates between the host
and guest systems, isolating individual VMs (guests) from one another and making it
possible for a host to support multiple guests running different operating systems.

3.2 Conventions

Conventions used in subsequent sections of this document:

Bold face Indicates a required value, selection, or user action.

Courier font Indicates code or text that you should type (as in a command); such text is usually also
indented.

Bold courier font | indicates aresponse to a command.

Italic indicates a name (e.g. screen name or product name)

Command lines start with a generic prompt: %> DO NOT ENTER THIS in the command, it simply shows the start of the
command (which helps when a command line gets split into multiple lines in the document).

Enter commands from the VM console command prompt interface unless otherwise specified. This interface opens and is
available when the guest VM (e.g. DRS VM) is ‘powered on’ or ‘started’.

DRS Virtual Machine Setup Guide

4.1 Introduction

The DRS Virtual Machine (DRS-VM) is a virtualized Linux server that operates as the central service support platform for
several of the FrontRow software packages. This server is a critical component for the Conductor and Maestro products,
and important to the Encore product. The DRS-VM is installed in a virtual machine environment.

4.2 Before You Begin

Make sure you’ve got everything you need to install the DRS virtual server. By taking the time to prepare, you’ll ensure the
actual set up is as quick and problem-free as possible.

Gather the network information:

Identify the VMM that will host the DRS virtual server.

Make sure the VMM is certified and running.

Get a list of the static IP addresses, gateways, network time server location and any other required network
settings. The DRS virtual server needs to be on a class C subnet with a subnet mask of 255.255.255.0.

Discuss a database backup plan. The DRS database is automatically backed up to its virtual disk, but it is strongly
recommended that you also store backups remotely.

Discuss a virtual server backup plan. We recommend a server backup practice. An ideal backup process includes
restoring main server files to a backup server connected to the network with a different IP address. Should the
virtual server ever fail, the IP address of the backup server can then be changed so that services are back online
within minutes.

O O OO0

Tools and materials:

[0  Access to the VMM for configuring the VM (i.e. keyboard and monitor connected to the physical server, web
client interface, etc.)

[0 DRS virtual server disk image. Make sure you use the appropriate format (.vmdk or .vhd) for your VMM.

[0 Computer with web browser (i.e. Chrome, Firefox, etc.) **NOTE: Internet Explorer is not supported
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The user is required to have a working knowledge of Linux, a Linux text editor, and various Windows server OSs
and the installed VMM.

In cases where a Linux text editor is used, use the editor or your choice. The nano editor is available on the DRS
itself, for basic instruction on how to nano, see Appendix F.

5 Configuring a VM to use a Frontrow DRS Virtual Disk image

This section contains procedures for setting up a DRS virtual server using a few of the most commonly used virtual machine
products: VMware ESXi, VMware Workstation Pro, VirtualBox, and Microsoft’s Hyper-V. These are the only supported VMMs.

To use this section, determine the VMM used on the host and choose the corresponding procedure.

5.1

Configuring VMware ESXi to use a Frontrow DRS Virtual Disk image

This section covers configuring the VMware ESXi VMM software for use with DRS-VM virtual disk image. This is a setup

procedure; it captures the configuration sequence and settings required to successfully configure the VM using the ESXi
v6.7 web client.

Pre-requisites for starting:

v" The DRS-VM disk image must be of type .vmdk (the .vhd image will not work)

v" VMWare ESXi 6.7 has already been installed on the host

v" PC (or equivalent) with a browser will be needed for most steps (i.e. Google Chrome or equivalent). Don’t use
Internet Explorer (IE), it has known issues.

v' The PC (or equivalent) is on the same network as the ESXi host

Steps to configure the VM:

1. Copy DRS-VM.vmdk virtual disk file to the Host. Be sure it is in a stable permanent location. Unzip if necessary.

2. Rename the DRS-VM.vmdk (i.e. My_DRS-VM.vmdk)
Note the file location, it will be used in a later step.:

3.

From the ESX' Web cIient interface’S T; Navigator (%1 localhost.localdomain - Virtual Machines
Navigator panel: ~ [ Host
Manage
e Click Virtual Machine Fonter | staus v | Usg
e  Click Create/Register VM SIS [ ]
~ [ Storage 2
Quick filters..
~ E datastore1
Monitor
More storage...
€ Networking

Create the VM using the values indicated. This example uses ESXi’s web client interface.
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From Select creation type

e  Select Create a new virtual machine
e  Click Next

From Select a name and guest OS

e  Enter a name (e.g. My_DRS-VM)

e Compatibility: (use default)
Guest OS family: Linux

e Guest OS version: Ubuntu Linux (64-
bit)

e Click Next

From Select storage

e  Select a storage location
e Click Next

From Customize settings

e  Set Memory to 2048 MB
e  SetHard disk 1 to 160 GB

152 New virtual machime

- (ESIEETITN  Select creation type

2 Select 8 name and QUSSLOS 110 woui you Ike 10 create a Vinual Maching?
3 Select storage

4 Customize settings
5 Ready to complate

Create a naw virtual machine
Deploy  virtual machine ¥om an OVF or OVA fle

Register an existng ity machine

Cancel

Select a name and guest OS
Spetify a unique name and OS

4 Customize settings Marm
5 Ready 1o complete T
Wy _DREAM

Virhual maching names <an contain up 1o 80 characters and hey must be uniaue wilin each ESX) instance.

Instatation

meatity

Guest S family Linux

Guest 08 versian Ubnts Line (B4-5)

Igntfying the guest aperating system here allows the wizard In provise the approaprists defaulls for the aperatng system

Gancel

sacx || Next
45 Haw viral machin: - My_DAS-VM (ESK] &7 vitual macking)
+ 1 Stlocteroation ype Salect storage
fad o) AR SeicL e HIRDE [ aNG dakene
+ gz g
B R—— S e v
SEKET 3 1312601 G VNI MACHES COMMLTSERN TS 200 1 G715 VL) QS
rame - Gapety v Fme v Tgm o v Thnpmow A
e MEZOE  aHiiGe WFES  Tumed  mnge
1ims

o |

V1 el i Ly Customize settings

2 Selclwme i OSUS  onur g deal achn s snd et maceine asatina sl
3 el ceae
4 M G

b My I comple
ok s raon oz (S 05 whar dakes

-1 -

» Wy oz [
+ O Hard dok | 1" il
+ BB A0 Contioker 0 [E—

[ 5ATA Contmter 3

B L conrvcti - e

» B et Acapter | e A cumict
0D R Haz: deviee i ot
+ Mllvges Cad S E——
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e  Expand ‘Hard Disk 1’
. From Controller Location select IDE
Controller 0 and Master

e  Click Next

From Ready to complete

e  Review all settings
e Click Finish

The newly created VM appears in the
selection list.

4. Now ‘swap out’ the virtual disk
From the Navigator panel

e  Select a datastore
e  Open the Datastore browser

Select the folder with the VM name
defined in step 3

e  Click Upload button

» Acru 1 )
» 18 Memory pr =

l - & Hard disk 1 l = =
Maximum Size 76695 GB
Type Thick provisioned, lazity zeroed
Disk Fie {datastore1] DRS-VM_20200115/DRS-VM_20200115 vmak
Shares Normal
Limé - 10Ps S
i) [ DE coniroler 0 Master ]
Disk mode D
Sharing

¥ 1 Selest croation type.
w2 " 5

%1 Mo sirtual machin - My_DRE VM {ES 67 virtusl maching|

Ready to complste

R YT R
¥ 3 Sloct somga

¥ 4 Customize semngs
Pie

v

Camstore

42EGT Defore 1TVENIg e WA

atest

5 Regsiera

Daiastore browser | 38 Jherease capacity | (@ Refresn

datastore1

5 e B Tyes
= datastoret t;
Virtual Machines:
More storage...
SHe | e VMFS details

Ut 08 rame LR Lz 54 o
compantity B2 T ua mativa
P 1
ey e g
Pt acaptees 1
Neowart: agagtzs 1 rewos M Hetwark
Nt asagtor 1 r5a VMONET 3
[ rEn
[ [
SCS! contraer L5l Loge Farale
AT cortroder 1 Kiow BATAcanokr
Haadsk
Caaehy
Lsttize
Each tesl || bmen || coes |
‘ °T% Navigator 1 || (21 localhostlocaldomain - Virtual Machines
~ [ Host
Manage B Create [ Register VM| onsole | B Poweron @ Poweroff
Monitor O | virtual machine ~ | Status v Used space
& Virtual Machines O | & My_DRSWM @ Normal | 180 GB
A My_DRS-VM
&1 Wy Quick filters.... ~
Monitor
T2 Navigator 2! | [ datastore1 e~
~ [ Host

4 Actons

% Upload

= datactziy 1 5dd.sf

] My_DRS-VM

] Create irectory | @ Refresh
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e Navigate to the location of the disk

image defined in step 2. —_— —_—
e  Select ‘My_DRS-VM.vmdk’ =N o sl S
e  C(Click Open

Fll:"ﬂme. Wy DRS-Vhdymdk - |AllFies - -

e  Wait for the upload to complete, it

may take several minutes
e Then close all datastore windows

5. Start the VM

e  Select the newly created virtual = Navigator 1 My_DRSVM

machine from the Navigator - Host

panel o R
° C"ck Power on Guest 05 Ubuntu Linux (84-bity

Compaibily E55i 6.7 virtusl machine
Whware Tooks Mo

CPUs 1

Memory 268

i\__ Elnual Machines i

More VMs...

=1

**NOTE: A window for the VM appears and the Linux startup messages are scrolling by. This is the VM console
command prompt window.

ESXi Trouble shooting tips:

If the VM fails to power on due to error: "Failed — Unsupported or invalid disk type 2 for ‘scsi0:0’. Ensure that the disk
has been imported.”, do this:

[0 Change the drive format from ‘SCSI controller 0’ to ‘IDE controller 0’ from the VM’s Hard Disk settings:
Select the VM

Click Actions and select Edit Settings

Select Hard Disk 1, expand it for more options

Under ‘Controller location’ select IDE Controller 0, Master (use default)

Click Save

uhwN e

O Poweronthe VM

5.2 Configuring VMware Workstation Pro to use a Frontrow DRS Virtual Disk image

This section covers configuring the VMware Workstation Pro VM software for use with DRS-VM virtual disk image. This is a
setup procedure; it captures the configuration sequence and settings required to successfully configure the VM.

Pre-requisites for starting:

The DRS-VM disk image must be of type *.vmdk (the .vhd image will not work)

The Host server must have an OS installed on it prior to starting this section.

VMWare Workstation Pro has already been installed on the host.

Monitor, keyboard and mouse are connected to the Host Server Platform

A browser will be needed for some steps (i.e. Google Chrome or equivalent). Don’t use Internet Explorer (IE), it
has known issues.

AN
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Steps to configure the VM:

1. Copy DRS-VM.vmdk virtual disk file to the Host. Unzip if necessary.
Note the file location, it will be used in a later step:

2. Create the VM using the values indicated.

Open VMWare Workstation Pro

Under the Home tab WORKSTATION 155 PRO"
e  Click Create a New Virtual Machine —
—
® K 2

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server
The Wizard opens New Virtual Machine Wizard X

e Select Typical

Welcome to the New Virtual

. VMWARE Machine Wizard
e  Click Next WORKSTATION
PRO"™ 1 5 5
A What type of canfiguration do you want?
(@ Typical {recommended)
Create a Workstation 15.x virtual machine
ina few easy steps.
() Custom (advanced)
Create a virtual machine with advanced
options, such as a SCSI contraller type,
virtual disk type and compatibility with
older VMware products.
< Back Cancel
From Guest Operating System Installation New Virtual Machine Wizard x
‘Guest Operating System Installation
A virtual machine is like  physical computer; it needs an operating
e Select | will install the operating system later system. fow il you nstel the guest operaing system?
. Install from:
e Click Next

) Installer disc:

= DVD RW Drive (D:)

Q) Installer disc image file (iso):

Browse...
(®) I will install the operating system later.
The virtual machine will be created with a blank hard disk.
Hep <Back Cancel
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From Select a Guest Operating System

e  Select Linux
e Select Ubuntu 64-bit as the Version
e  Click Next

From Name the Virtual Machine

e  Enter a name (e.g. My_DRS-VM)

. Leave the location as is, but note it as it will be
accessed later (e.g.
C:\Users\Administrator\Documents\Virtual
Machines\My_DRS-VM).

e  Click Next

From Specify Disk Capacity
e  Set Maximum disk size (GB): to 160.0

e  Select Store virtual disk as a single file
e Click Next

From Ready to Create Virtual Machine

e  Review all settings
e Click Finish

Mew Virtual Machine Wizard X

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(O Microsoft Windows
@) Linux

O YMware ESX

() Other

Version

Ubuntu 54-bit ~

hep <k Cancel

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:
| My_DRS-VM| ‘

Location:

| C:\Users\Administrator\Documents\irtual Ma:hunaswLDnsfw‘ Trome.

The defauilt location can be changed at Edit > Preferences

< Back Cancel

New Virtual Machine Wizard =

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data te your virtual machine.

Maximum disk size (GB): 160.0 (2

Recommended size for Ubuntu §4-bit: 20 GB

@) Store virtual disk as a single file
O spiit virtual disk into multiple fies

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks,

Help <Back

Cancel

New Virtual Machine Wizard >

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit.

The virtual machine will be created with the following settings:

Mame: My_DRS-YM ~
Location: C:Wsers\Administrator\DocumentsWirtual Machines, ..
Version: Workstation 15.x

Operating System: Ubuntu 64-bit

Hard Disk: 160 GB

Memory: 2048 MB

Metwork Adapter: NAT

Other Devices: CD/DVD, USE Contreller, Printer, Sound Card v

Customize Hardware....

<Back

Cancel
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Click on “Edit virtual machine settings”

e  Click on Memory
o Setto 2 GB (2048 MB) (minimum
requirement)

The vrtusl machie wi use up 768 M8 of the memory for graghcs
memary. You can chenge the smount 1 e Dzplay settngs page

e  Click on Network Adapter
o  Device status: Connect at power on is checked
o  Network connection: select: Bridged: Connect
directly to the physical network
o  Click OK. The newly created VM appears in
the selection list.

- e

3. Now ‘swap out’ the virtual disk

1. Assure VMware Workstation Pro is NOT running. Close if necessary.

2. Open a Windows File Explorer window.
a. Navigate to the location of the DRS-VM-vmdk file from step 1. (e.g. D: drive or USB)

3. Open asecond Windows File Explorer window.

a. Navigate to the location of the newly created VM. (e.g. : Users\Administrator\Documents\Virtual
Machines\My_DRS-VM)
Record the name of the .vmdk file

Delete this .vmdk file
Drag the desired “DRS-VM.vmdk” file from the 1st explorer window into the 2" window

Rename the copied file to the name recorded above.
Close explorer windows.

el

4. Start the VM

1. Open VMWare Workstation Pro
Select the newly created VM.
3. Click Power on this virtual machine

N

*¥NOTE: A window for VM appears and the Linux startup messages are scrolling by. This is the VM console
command prompt window.
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5.3 Configuring VirtualBox to use a Frontrow DRS Virtual Disk image

This section covers configuring the VirtualBox VMM software for use with DRS-VM virtual disk image. This is a setup
procedure; it captures the configuration sequence and settings required to successfully configure the DRS VM.

Pre-requisites for starting:

v" The DRS-VM disk image must be of type .vmdk (the .vhd image will not work).
v" The Host server must have an OS installed on it prior to starting this section.
v" VirtualBox has already been installed on the host.
v' VirtualBox Extension pack has been installed in VirtualBox.
v" Monitor, keyboard and mouse are connected to the Host server platform.
v" A browser will be needed for some steps (i.e. Google Chrome or equivalent). Don’t use Internet Explorer (IE), it
has known issues.
Steps to configure the VM:

1. Copy DRS-VM.vmdk virtual disk image to the Host. Be sure it is in a stable permanent location. Unzip if
necessary.

Note the file location, it will be used in a later step:

2. Create the VM using the values indicated.

Open VirtualBox §>
J

Cracle VM
VirtualBox

Click New icon (or select Machine-> New... from

88 LD

Mew Settings Discard Start

From Name and operating system 7%

Create Virtual Machine

e  Enter a name: (e.g. My_DRS-VM)

° Folder: (e g Name and operating system
c:\Users\Ad ministrato r\virtua IBox VMS) Please choose a descriptive name and destination folder for the new virtual
machine and select the type of operating system you intend to install on it. The
° Type . Linux name you choose will be used throughout VirtualBox to identify this machine.
. . Mame: |My_DRS-VM
e  Version: Ubuntu (64-bit) by |
K Machine Folder: | Ci\Users\Administrator \VirtualBox ¥Ms Vl
e Click Next =
Type: |Linux < ?
Version: |Ubuntu (54-bit) M

Expert Mode Cancel
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From Memory size

e  Setto 2048 MB (minimum requirement)
e Click Next

From Hard disk

e  Select Use an existing virtual hard disk file

e Click on little folder icon and then navigate to
the location of the DRS-VM.vmdk file created
in step 1.

e  Select desired file

e  C(lick Choose

e  C(lick Create. Note the newly created VM
appears in the selection window.

Click Settings icon (or select Machine->Settings...
from menu)

e  Select Network
In “Adapter 1:”

o  Make sure Enable Network
Adapter is checked

o  For “Attached to:” select: Bridged
Adapter

e  Click OK

3. StarttheVM

®  Select the newly created VM
®  Click the Start icon.

€ Create Virtual Machine

Memory size

Select the amount of memary (RAM) in megabytes to be allocated to the virtual
machine.

The recommended memory size is 1024 MB.

v [osd T&] o

4MB 8132 MB

€ Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine, You can either
create a new hard disk file or select one from the list or from another location
using the folder icon,

If you need a more complex storage set-up you can skip this step and make the
changes to the machine settings once the machine is created.

The recommended size of the hard disk is 10.00 GB.
() Do not add a virtual hard disk

(O Create a virtual hard disk now

(® Use an existing virtual hard disk file

My_DRS-VM.vmdk (Normal, 160.00 GE) - @

@ My_DRS-V - Settings L

] General network
[ stem | adtes

) Display abie Hetwork Adeptes
& sonse st [Bnd -
D] Hame: Netxteme tEL t A
e S
P Advarced

Y Hetmek
{5 seistports
& use

] shared Folders

[ usesinterface

2 -

Mew Settings Discard Start

**NOTE: A window for VM appears and the Linux startup messages are scrolling by. This is the VM console

command prompt window.

12
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5.4 Configuring Hyper-V to use a Frontrow DRS Virtual Disk image

This section covers configuring the Microsoft Hyper-V VMM software for use with DRS-VM virtual disk image. This is a
setup procedure; it captures the configuration sequence and settings required to successfully configure the VM.

Pre-requisites for starting:

v" The DRS-VM disk image must be of type .vhd (the .vmdk image will not work)
v" The Host server must have Hyper-V enabled on it prior to starting this section.
v" Monitor, keyboard and mouse are connected to the Host Server Platform or other access depending on your
network
v" A browser will be needed for some steps (i.e. Google Chrome or equivalent). Don’t use Internet Explorer (IE), it
has known issues.
Steps to configure the VM:
1. Copy DRS-VM.vhd virtual disk file to the Host. Be sure it is in a stable permanent location. Unzip if necessary.
2. Rename the DRS-VM.vhd (i.e. My_DRS-VM.vhd)
Note the file location, it will be used in a later step.:
This example uses Microsoft’s default location:
C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks
3. Navigate to the Virtual Machine Wizard

The New Virtual Machine Wizard opens.

Launch Server Manager from the Windows 3 Hyper-V Manager

Start icon ] ) ]

From left panel, click Local Server File Action View Help
Click Tools pulldown menu in the upper right == | 7|5 H
screen, select Hyper-V Manager

E Hyper-V Manager
Select the server for the VM then right click B SERV-WIN2019

and select New -> Virtual Server

4. Using the Wizard, create the VM using the values indicated.
From Before You Begin B New Vitual Machine Wizerd x
=] Before You Begin
e  Click Next

Before You Begin This wizard helps you create a virtual machine, You can use virtual machines in place of physical
P computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
Specify Name and Location you can change the configuration later using Hyper-V Manager.

Specfy Generation
= To ereate a virtual machine, do one of the folowing
Assign Memory
« Click Firish to create 2 virtual machine that s configured with default vakies

Configure Networking « Click Next to create 5 virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[ o not show this page again

o =

13
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From Specify Name and Location

e  Enter a name (e.g. My_DRS-VM)
e Click Next

From Specify Generation

e  Select Generation 1
e  Click Next

From Assign Memory

e  Set Startup Memory to 2048 MB
e  Click Next

14
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Befare You Begin
iy
Spedify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Instalation Options

Summary

EH New Virtual Machine Wizard

Specify Name and Location

Choose a name and location for this virtual machine.

The neme is displayed in Hyper-J Manager. We recommend that you use a name that helps you easly
identify this virtual machine, such as the name of the quest operating system or workload.

Name: [My_DRs WM

You can create a folder or use an existing folder to store the virtual machine. If you don't selecta
folder, the virtual machine is stored in the defauit folder configured for this server,

[ Store the virtual machine in a different location

C:\ProgramData Microsoft\Windows \Hyper-v\

< Previous

Finish Cancel

[ New Virtual Machine Wizard

o

Before You Begin

Spedify Name and Location

Assign Memory

Canfigure Networking
Connect Virtual Hard Disk
Instalation Options

Summary

Spedify Generation

Choose the generation of this virtual machine.
@® Generation 1

This virtual machine generation supports 32-bit and 64-bit quest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-V.

O Generation 2

“This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64 bit Quest operating system.

A\, Once a virtual machine has been created, you cannot change its generation

More about virtual machine generation support.

<Previous Next > Finish Cancel

1 New Virtual Machine Wizard

Before You Begin

Spedify Name and Location
Specify Generation

Assign

ory
Configure Networking
Connect Virtual Hard Disk
Instalation Options

Summary

@ Assign Memory

Specify the amount of memory to alocate to this virtual machine. You can specify an amount from 32
M8 through 12582912 MB. To improve performance, spedfy more than the minimum amount
recommended for the operating system.

[ Use Dynamic Memory for this virtual machine.

@ Vhen you decide how much memory to assign to a virtual machine, consider how you intend to
Use the virtual machine and the operating system that it vl run.

< Previous

Finish Cancel
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From Configure Networking

e  Select a virtual switch
e  Click Next

From Connect Virtual Hard Disk
e Select Use an existing virtual hard disk
e  Use Browse to select the location defined in

Step 2
e  Click Next

From Completing

e  Review all settings
e Click Finish

The newly created VM appears in the selection list.

EH New Virtual Machine Wizard X
@ Configure Networking

Befare You Begin Each new virtual machine includes a network adapter. You can configure the netnork adapter to use a
virtual switch, o it can remain disconnected.
Specify Name and Location

Specify Generation Connection: |Broadcom NetXtreme Gigabit Ethernet =2 - Virtual Switch

INot Cornected
om N

Assign Memory

Connect Virtual Hard Disk
Instaliation Options

Summary

< Previous Finish Cancel

EH New Virtual Machine Wizard x

— Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the
P — storage now or configure it later by modifying the virtual machine's propertes.

Specify Generation O Create a virtual hard disk

Assian Memory Use this option to create @ VHDX dynamically expanding virtual hard disk.

Configure Netwarking ome:  [My_DRS-VM.vhdx

€:\Users|Public\Documents \Hyper - Wirtual Hard Disks|

Summary

127 GB (Maximum: 64 TE)

@) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, ither VHD or VHDX format.

Location: [<:\users\Public\Documents\yper +\Virtual hard disksiMy_DRS-VM |

Browse...

(O Attach a virtual hard disk later
Use this option ta skip this step now and attach an existing virtual hard disk ater.

< Previous Finish Cancel

1 New Virtual Machine Wizard X

@ ‘Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtuzl Machine Wizard. You are about to areate the
S — folowing virtual machine,

Specify Generation B EE

Assign Memory Name: My_DRS-UM

Configure Networking Generation: Generation 1
Memory: 2048 MB

Comec b D Network:  Broadcom NetXtreme Gigabit Ethemet £2 -Virtual Switch
HardDisk:  C:\Users\Public\Documents\Hyper-V\Virtual hard disksy_DRS-M\My_DRS-UM.vhd (v}
< >

To areate the virtual machine and dlose the wizard, ciick Finish.

< Previous Cancel
§§ Hyper-V Manager
File Action View Help
@ = | E HE
E Hyper-V Manager : -
% SERV-WIN2018 Virtual Machines
T Name State
B wy_DRs-vmM o

\_/
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5. Start the VM
a. Select the newly created virtual machine from the Virtual Machines panel
b. Right click, select Start

**NOTE: A window for VM appears and the Linux startup messages are scrolling by. This is the VM console
command prompt window.

6 Connecting to the DRS-VM server

If a recommended browser is available on the VM Host, you can use that, otherwise:

1. Configure your computer for static IP address of 192.168.1.100 and use a subnet mask of 255.255.255.0
2. Connect your computer to the appropriate network or directly to the Host’s network port which is assigned to
the VM.

TIP: If you have access to the network at the installation site, you can set up the networking first via Webmin using a
direct-to-port connection, then disconnect your computer, plug the port used by the DRS-VM into the network, then
join the network from your computer (wirelessly or wired).

7 Connecting to the Webmin management interface
1. Open a web browser and type in the following URL: https://192.168.1.99

The DRS-VM'’s home page is displayed. From here you can go to any of the DRS-VM’s services. Take a moment to
review the services, then click Webmin Portal (you can also access it directly by entering https://192.168.1.99:10000
in the browser).

frontrow

) ) Webmin is where yau can configure backup, set up network time and device synchronization, revi stem information, reboot the server, and
Webmin Webmin configure netviork sattings, By default, Wesmin iz configured to wse HTTRS for sacurity and emal szlf-zigned certificate. However brawsers wil
(HTTPS) (HTTR) present security wamnings unless the certificate is from 2 trusted Certification Authority, See the DRS-5000 Setup guide for infermation on turning

< off encrypticn or for custom certificate authorization methods.

The LUS (License and Update Service) is where you cen add and remave dynamic licenses for certain FrontRow saftyars, indluding the Encore!
[IEETIEN L RVISNEICRANGUISS deckeon contral apalicatian, It alss sllaws nev versions o the sofeware splication and/ar configuratian data t rbusd. \when configursd
progerly, each computer running = LUS-supparted application will check this server for  valid license and any new sofawars updates.

Browse, centrol, and get status on individual reoms from any browser Maestro Room Control requires that Control Templates have been s=t up
Maestro Room Control propary using the Msestro Console.

5 Check the ability of th er to get to the internet {only reguired if the server is configured 1o access external resources such as an extemal
Status & Versions Netwerk Time server like time. nis gov, email actions using externa] hosrs such as vahoo or Goagle, or access to LUS licanss updstes from
vebservices,gofrontrow,com). Alzo view version infermation en instlled FrontRow servicss.

FrontRow Support Find videos, installer and user documentation, and mare at ww.gofrontrow.com.

**NOTE: Because the Webmin portal is secured with a self-signed certificate, your browser may display a warning
that it cannot confirm the identity of the site. You may ignore these warnings. To prevent this browser warning, you
may either turn off Webmin security using the administrator login (not recommended) or establish a local trusted CA
(certificate authority) for the server.
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2. Loginto the Webmin interface by entering:

&% Webmin
Username: dealer You must enter a username and
. password to login to the server on
Password: See Appendix B 192.168.1.99
&  dealer

Click Sign in

Remember me

= Signin

**NOTE: You should be prompted to change the password on the first login. Do so with a “good” password.

3. Once logged in you will see this screen:

0% 22% \ 1% 7%

U Networking

B Hardware

System hostname drs5000. (127.0.1.1) Operating system Ubuntu Linux 18.04.3

H 2 > ke 8 Jedesler Webmin version 1930 Authentic theme version  19.39-2 @
Time on system Monday, October 7, 2019 1:25 PM Kernel and CPU Linux 4.15.0-64-generic on xB6_64
Processor infermation Intel(R) Celeron(R) CPUG1820 @ 2.70GHz, 1 cores  CPU load averages 015 (1 min) 0.06 (5 mins) 0.01 (15 mins)
Real memory 42118 MB used / 1.25 GB cached / 1.92 GB total Virtual memary 268 kB used / 1.86 GB total
Local disk space 11 GB used / 143 65 GB free / 154.65 GB total

8 Changing the DRS-VM's network settings for installation

The DRS-VM default IP address is 192.168.1.99. To change this default and other network settings, use the Webmin interface

method. If Webmin is not working for you, use the alternate VM console command prompt interface method which requires
use of a Linux text editor.

8.1 Webmin interface method:
1. From the left menu select Networking > Network Configuration

2. Click on Network Interfaces

Module Config Network Configuration

=> |3 & S =

Network Interfaces Routing and Gateways Hostname and DNS Client Host Addresses

Apply Configuration Click this button to activate the current boot-time interface and routing settings, as they normally would be after a reboot. Warning - this may make your system inaccessible via the network, and cut of|
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Click on the Name of the interface which has Type = Ethernet (e.g. eth0)

Active Now

Activated at Boot

Interfaces listed in this table will be activated when the system boots up. and will generally be active now too

Select all. | Invert selection. | Add a new interface. | Add a new bridge

Name

[7] eth0
lo

Type IPv4 address Netmask
et Ethernet 10.111.75.44 255.255.255.192
Loopback No address configured None

Select all. | Invert selection. | Add a new interface. | Add a new bridge

[ Delete Selected Interfaces ] [ Delete and Apply Selected Interfaces l I Apply Selected Interfaces ]

4 Return to network configuration

Adjust the network settings for your installation. (**NOTE: when you apply these settings your computer may
lose connection to Webmin. This is typical as now your computer and the server are likely on different subnets.)

Change the following as necessary:

e  Static IPv4 address of the server

e  Netmask information (¥**NOTE — if the DRS server is to be used in a Conductor system this Netmask
must be 255.255.255.0)

e Make sure the Broadcast address is set to the same subnet and ends in 255. (ie: 192.168.1.255). The
DRS may not be able to reach your network time server if this is set incorrectly.

e  C(Click Save and Apply

e Reboot the DRS server (see Appendix C). This assures the changes are permanent.

Module Index

Edit Bootup Interface

Boot Time Interface Parameters

Name ethe
Activate at boot? @ yes No
IPv4 address No address configured
From DHCP
From BOOTP
® Static configuration IPv4 address 10.12.65.202 =
Netmask (255 255 255.0 =
Broadcast Automatic ® [10.12.65.255 =

IPv6 addresses ® |Pv6 disabled

From IPv6 discovery

Static configuration [gi LT EIEEE Netmask
64

Virtual interfaces 0 (Add virtual interface)
Hardware address ® pefault

Save || Save and Apply | Delete and Apply || Delete

& Retumto nebﬁrk interfaces

8.2 VM console command prompt interface method:

1.

With the DRS-VM running, at the VM console command prompt, login as sysadmin (**NOTE: You may be
prompted to change the password on the first login. Do so with a “good” password.)

The next step requires use of a Linux text editor (see Appendix F).

With root privileges (e.g. using sudo), change the IP network information (this example uses the nano editor):

%> sudo nano /etc/netplan/0l-drsnet.yaml

Find the following headings under the “ethernets” line:

Change “addresses” to desired IP and CIDR mask (e.g. 192.168.1.251/24)
Change “gateway4” to match IP network (e.g. 192.168.1.1)

Change “nameservers” “addresses” as needed (e.g. 192.168.1.1,75.75.75.75)

oo oo
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Save the changes

The file should look something like:

GHU nano £.9.3 setosnetplan dl-drsnet .yaml

.‘

dhcpd: no
addreszes:
gatewayd

4. From the command prompt enter reboot

%> reboot

Wait for reboot to complete. This may take a few minutes.

9 Setting the system time

On a DRS-VM system, the guest OS should be getting its time from the Host system. Depending on the VMM you are
using, you may need to configure the DRS-VM’s VM settings to regularly get time updates from the Host. Beyond that,
the only setting you should need to make within the DRS is to use the correct time zone.

From the Webmin menu on the left side select Hardware -> System Time

Select the Change timezone tab

In the drop-down menu, select an appropriate location (one near you in the same timezone)
Click on the Save button

P WNPE

Please do not try to use the Set time or the Time server sync tabs. Any changes made there are likely to be only
temporary, or may conflict with the Host time.

10 DRS-VM TimeSync

The DRS server connects to the school’s Network Time Server and as a result keeps very accurate time, staying in sync with the
school’s clocks. The DRS can also update other FrontRow devices across the network so that they have accurate time. This
version of the DRS is configured to allow time updates to the CB5000, CB6000, and CB2000 (although no time is displayed on
the CB2000, it does have an internal clock to allow for timed actions). The CB5000 and CB6000 can show the current time on
the LCD panel display, and many schools choose to use this as their classroom clock.

By default, TimeSync is automatically configured to send the current time to all applicable FrontRow devices on the same
subnet. For district-wide Maestro installations there may be more than one subnet required. In this case each device will need
to be added individually.
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Login: dealer

@ system

3 servers

O Others
Command Shell
DRS Recovery
DRS TimeSync
Upload and Download

O Networking

3 Hardware

Search

¥ System Information
Q Logout

Hel H
Module Config FrontRow DRS TimeSync
TimeSync version 1.3.0
- iy :
Ty MISE #*
Target Dévices Gen;\r‘a.vlr bptions View Log

Click this button to perform a synchronization now. Normally the synchronization will
happen automatically on the cron schedule

To add devices outside the default subnet, select Target Devices from the DRS TimeSync module.

1. Check the box for the current host list (ALL).
You can then Add a device before or after (click Add Before or Add After buttons) the current devices in the list
(this sets the order of time sync, a sequential process).
**NOTE: It is recommended that additional devices be added AFTER the ALL row. ALL represents all devices on
the current default subnet (the same subnet as the server IP address). See Help for additional explanation.
e podE e TimeSync: Target Devices
@ Servers Select a row before attempting to add or import items.
O others Select all. | Invert selection
$zommatd Sl Directive Device Specification Authorization
DRS Recoyery 0 ACCEPT ALL
DRS TimeSync
Upload and Download O ACCEPT 192.168.1.120 (set)
@ Networking (] ACCEPT 192.168.1.107 (set)
@ Hardware Select all. | Invert selection
Search: ‘ ‘ Delete Selected || Add Before selection H Add After. H Import Before selection.. H Import After.
& System Information 4 Return to module index
@Logoul
2. Enter the IP address of the target device. If Security is enabled on the device (Security Level set to Admin instead

of None), enter admin for the Username field and the password in the Password field. (**NOTE that if the
password is left at the default (calypso), TimeSync will automatically try this password. Click Save when done.)

Login: dealer

@ system

O Servers

© Others
Command Shell
DRS Recovery
DRS TimeSync
Upload and Download

O Networking

@ Hardware

Search

¥ System Information
© Logout

Module Index
Help

TimeSync: Add Target Device
(After line 3)
Target specification (device address) DAL ©[1921681132 x|

Target directive ACCEPT v,
Target Security (optional)

Save

4 Return to target devices list | Return to module index

You can also import a list of devices from a text file (example shown below). Simply select Import Before

Selection or Import After to add the devices above or below the selected (checked) row.
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File Edit Format View Help

Room 100
Room 101
Room 102
Room C1
Room C2
Room C3
Room C4

Logindeater Module Index 3 . . )
@ system Help TimeSync: Import Target Device List
oy (After line 3)
O others WRO— —
Command Shell Device list import specifications |
DR Hecovery Import iom ® Local list file.. | ]
DRS TimeSync g )
Uploaded list Browse...
Upload and Download file.. ploaded lisi
le Netioridng Directive for Imported ACCEPT v
3@ Hardware targets
e —
%) e oo 4 Return to target devices list | Return to module index
@ Logout

To confirm that TimeSync is working for all your devices, click the Run Now button on the DRS TimeSync page. The log
will show right on the screen when completed.

11 DRS Recovery

To ensure continuous school operations in the event of a hardware or VM failure or to recover from accidental changes made
to Conductor or Maestro, it is critical that DRS Recovery is set up when the DRS system is installed.

The DRS automatically creates backups of important settings and databases. This allows for system recovery in the unlikely
event of a server failure. The data is automatically backed up to the virtual disk, but it is strongly recommended that you
configure remote network locations for the primary backup location.

In the hardware-based DRS-5000 system, the primary storage location was expected to be a USB flash drive that would be
regularly swapped out and at least one kept offsite (or at a location remote to the running system). While it is still possible to
use a USB drive for backup storage, the way some VMM s handle USB connections may require extra effort on the part of the
user and might potentially leave the drive unavailable for backups, therefore the USB drive method is no longer the option
most recommended.

If you use a USB flash drive on the VM, you will need to understand the setup steps required by your VM software, a subject
which is not covered in this document. You should also institute procedures to regularly verify that the drive is mounted and
available to the DRS—a check which should be performed every evening at a minimum.

As the preferred alternative, advanced integrators can configure remote network locations for backup by using the Linux shell.
This allows the backup to be continuously stored offsite for additional security. There are several options for copying backup
data to a remote location. These options, in recommended order, are:

e  SMB/CIFS shares using a client (mount remote on DRS)
e  SCP (SSH) scripts using a local client script (from DRS to remote)
e  FTP client script (from DRS to remote)

Each of these options use standard Linux software. The user is expected to have a working knowledge of Linux, a Linux text
editor, and the remote system OS and services needed there (e.g. Windows server OSs with file sharing).

In cases where an editor is used, use the text editor or your choice. The nano editor is available on the DRS itself, but you can
also create the script remotely and then copy it to the DRS system. If you use a remote editor, make sure it will output simple
ASCII text with UNIX-style line endings or it may not work on the DRS.
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**NOTE: In order to perform any of the verification steps in the following procedures, you should first have the network
configured (section 8) and functioning.

11.1 SMB/CIFS shares using a client

This is the recommended way to set up remote backup storage of the DRS Recovery system. This setup requires the DRS
system to have access to a remote ‘Windows’ file sharing server somewhere and makes modifications to the DRS Recovery
systems. This example uses Window Server 2016 OS and the following values:

File server is: MyServer

Share is: FileShare

Domain of server and remote user is: my_domain
Remote user is: fsuser

User’s password is: fspasswd

**NOTE: You should use values appropriate to your environment and situation.

Steps to configure the backup:

1.

Record your remote ‘Windows’ file sharing server’s location, user and password then proceed to step 2.

These steps modify the DRS system to automatically mount the share. Perform these steps from the VM console
command prompt interface, logging in as sysadmin. Commands requiring root privileges are preceded by sudo,
you may be prompted for the associated password.

a. Create afile in the recovery directory to store the credentials for connecting to the remote file share server.
This example uses the nano editor to create a file named ‘myserver_fileshare.cred’:

$> sudo nano /etc/calypso/recovery/myserver fileshare.cred

Using the editor, add three lines substituting your values for username, password and domain you identified
in step 1. **Note the domain may not be needed if the server is using user accounts local to it.

username=fsuser
password=fspasswd
domain=my domain
b. Change the permissions on this file so it’s only accessible to processes that need it:

%> sudo chmod 600 /etc/calypso/recovery/myserver fileshare.cred

%> sudo chown root /etc/calypso/recovery/myserver fileshare.cred

c. Create alocation at which the share should be mounted locally. The recommended location is
/media/share.

%> sudo mkdir /media/share

d. Make a backup of the current filesystem table in case you need to revert back to it:

%> cp /etc/fstab fstab.bak

e. Open the fstab file:

%> sudo nano /etc/fstab

Using the editor, add the following 2 lines at the *END* of the file. Line 1 begins with ‘#'. Line 2 begins with
‘//’ (this is one continuous line so don’t be confused by any line-wrapping this document may have).
Substitute your values for ‘MyServer’ and ‘FileShare’ and the credentials file.
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#Custom remote share mounting

//MyServer/FileShare /media/share cifs
credentials=/etc/calypso/recovery/myserver fileshare.cred, iocharset=utfs,
file mode=0666,dir mode=0777 0 0

Mount the share and verify it works by writing to it:

%> sudo mount /media/share
%> 1ls /media/share

This returns a list of the files and directories in the share. Make sure you can write to it:

%> echo "This is a test" > rmttest.txt
%> sudo cp rmttest.txt /media/share/
%> cat /media/share/rmttest.txt

Thisreturns This is a test onasingle line indicating the file was successfully created.

If mounting did not work, try the following:
e If the file share server is an older NAS, it may require setting the SMB protocol version (default
uses 3.0). This can be done by adding vers=2.0 or vers=1. 0 after the dir_mode setting (e.g.
..;dir mode=0777,vers=2.0)
e  Search the internet for additional suggestions, also look at the man page for mount.cifs.

Before retrying the mount, try unmounting it first:
%> sudo umount /media/share

Once the mount test above is working, configure the Recovery options. Using a browser, log into the DRS’s
Webmin interface with user ‘dealer’.
e  Navigate to ‘Others’ -> ‘DRS Recovery’
e  Click ‘General Options’ button
e From ‘Full path to primary storage location’ line, click 2" radio button then in the text box enter:
media/share!
*¥NOTE: Must have the ‘! at the end.
e  Click ‘Save’. Note the button names now include this name.

Recovery: General Options
Module version 1.0

General configuration options

Full path to recovery program w Default -]
Full path ta Primary storage location Default ® | /media/share!| -]
Keep-file specification ® Default ) Mo angument 30m1Z:h6

Lopging level ® Default +NFO v

Full path ta recavery log file ® Default varflogfdrs_recovery log &
Command to add date line in log file ® Default None /bin/date -]
Frequency of automatic backup w Default daily =

4 Return to module index

Now, perform a backup and verify the backups are written to the remote file server:
e  Click ‘Mount /media/share’ button. A message indicates either the mount was already done or
that it is now done.
e  Click on ‘Backup Now’ button and verify that the backup succeeded including being written to the
remote file share location identified in step 1.
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FrontRow DRS Recovery

Recovery version 1.3.0 n
# System
] Mise! P
o Servers b
Restore from General View Log
4, Others Backup Options

Command shell
+ DRS Recovery
DRS TimeSync

Upload and Download Backup Now  Click this button to perform a backup now. Nermally the backup will happen automatically on the cron schedule.

U Networking

Mount /media/share  Click this button to immediately mount the Primary storage location device, making it aceessible for backup and restore
B8 Hardware
Unmount /media/share  Click this button to immediately unmount the Primary storage location device, making it ready for removal

H 2 > % 8§ Zedealer FLSINELIEEE TR EC T Latest archive date: Wed Oct 9 03:25:31 2019

11.2 SCP (SSH) scripts using a local client script

This requires the DRS system to have access to a remote SSH server somewhere. A script is created and copied into
the appropriate cron directory to enable automatic runs.

The example below uses the following values, substitute your values for ‘SSH server’ and ‘SSH user’. The ‘local user’ is
always sysadmin.

e  The SSH server is: ssh.example.com
e  The SSH user is: sshuser
e The local user is: sysadmin

Steps to configure the backup:

1. Record your SSH server and SSH user and proceed to step 2.

2. The following steps set up a public key which is shared between the local and remote systems so no password is
required once the setup is complete.

a. From the VM console command prompt interface, log into the DRS using sysadmin and enter the
following:

%> 1ls ~/.ssh

b. If this list command indicates the directory does not exist, then create it:
%> mkdir ~/.ssh

c. If you had to make the directory, skip this step since there will be no ‘id_’ files.
$> 1ls ~/.ssh/id_*

If this command returns a file, a key has already been created and you could just use that and skip this next
step. To overwrite the key, continue to the next step.

d. To create a new key (or overwrite the existing one) enter this command and press the return key (no
entry) at each prompt:

%> ssh-keygen -t rsa -b 4096

Enter file in which to save the key (..):
Enter passphrase (empty for no passphrase):
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Enter the same passphrase again:
Your identification has been saved in ..

e. Record the location of the id_rsa file listed in the previous step. It will be used in a later step. It should
be similar to /home/sysadmin/.ssh/id_rsa

f. Using the following command, copy the public key to the server (substitute your values for SSH user
and SSH server):

%> ssh-copy-id sshuser@ssh.example.com

g. Ifthisis the first time you are connecting from the DRS to the remote server, you will be asked to
confirm you want to continue connecting.
Reply yes to continue
Enter the sshuser password when prompted

h. Confirm correct setup by logging into the remote system:

%> ssh sshuser@ssh.example.com

You should NOT be prompted for a password. You should be logged into the remote server.
If you are prompted for a password, repeat the above steps and try again.

Exit out of ssh before continuing to the next step:
%> exit

The following steps create a script called ssh_copy that copies the most recent backup to the ssh server
identified in step 1. The script is then made executable and copied to a location where it will run each day. This
script waits for 2 minutes before copying the most recent backup to the directory identified in step 1, this allows
the actual backup to complete before copying the file.

a. Using an editor, create a script that looks something like this, substitute your values for HOST and
USER. This sample file name is ssh_copy.

#!/bin/sh

export PATH=/usr/bin:/bin:/usr/sbin:/sbin
BKDIR=/pimg/drs_recovery

RMTDIR=.

HOST=ssh.example.com

USER=sshuser
KEYFILE=/home/sysadmin/.ssh/id rsa
FILE="1s -t $BKDIR | head -1°

sleep 120
scp -1 SKEYFILE S$BKDIR/SFILE SUSER@SHOST:S$RMTDIR

b. Make the script executable and copy it to the cron location which will cause it to run each day.

%> sudo chmod +x ssh copy
%> sudo cp ssh _copy /etc/cron.daily/

Now, perform a backup and verify the backups are written to the remote file server. (¥**NOTE: This step is
important for allowing the script to function automatically.)

%> sudo /etc/cron.daily/ssh _copy

e Note that you will need to wait 2 minutes before anything happens.
e If asked to continue, answer yes (This happens because you are connecting under sudo).
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e  Verify the latest backup is copied to the ssh location defined in step 1.

11.3 FTP client script

This requires the DRS system to have access to a remote FTP server somewhere; then a script is created and copied
into the appropriate DRS cron directory to enable automatic backups.

The example below uses the following values:

e  The FTP server is: ftpserver
e  The FTP user is: ftpuser
e  The FTP user’s password is: ftpasswd

**NOTE: You should use values appropriate to your environment and situation.

Steps to configure the backup:

1. Record your remote FTP server’s ip, user and password and proceed to step 2.
2. This section creates a script and copies it to the proper location for automatic daily backups.
a. From the VM console command prompt interface, log into the DRS using sysadmin
b. To avoid plain text storage of passwords, this example obfuscates the password. Substitute your
password in the command below and note the result, it will be used in a later step. This step is
optional, IT professionals should follow local standards and practices regarding password protection.

%> echo ‘ftpasswd’ | base6c4
Which returns a string something like: ZnRwYXNzd2QK

c. Create a script with the following lines substituting in your values for HOST, PORT, USER and PWORD.
This script waits for 2 minutes before copying the most recent backup to the directory identified in
step 1. The sleep is to allow the actual backup to complete before copying the file. This sample file
name is ftp_copy.

#!/bin/sh
export PATH=/usr/bin:/bin:/usr/sbin:/sbin
BKDIR=/pimg/drs_recovery

HOST=ftpserver

PORT=21

USER=ftpuser

PWORD="echo ZnRwYXNzd2QK | base6d4d -d-
FILE="1s -t $BKDIR | head -1°

sleep 120
ftp -in SHOST $PORT <<EOC
user S$USER S$PWORD

lcd $BKDIR
mput $FILE
bye
EOC

**NOTE 1: Be sure to use backtick key (located above the Tab key on most keyboards) in both locations
in the line beginning with PWORD.

*¥NOTE 2: If you are running in an environment where there is a firewall that does not allow
connections INTO the network where the DRS runs, then you may need to run FTP in “passive” mode.
To support that mode, use “-inp” in the FTP options, i.e.:

ftp -inp SHOST S$PORT <<EOC
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d. Change the file permissions to make it executable and then copy it to the location which will cause it to
run each day using these commands. Substitute your file name for ftp_copy in the commands below.

%> sudo chmod +x ftp copy

$> sudo cp ftp copy /etc/cron.daily

3. To verify this works, check that daily backups are written to the remote file location identified in step 1.
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Appendix A: Default IP Addresses

DRS-VM server 192.168.1.99
DRS5000 server 192.168.1.99
Admin Station Computer 192.168.1.98

CM3000

192.168.1.103

Juno Connect

192.168.1.103

CM900 192.168.1.103
CM800 192.168.1.103
CM800S 192.168.1.103
IP Speaker 192.168.1.103
CMP500 192.168.1.103
CB2000 192.168.1.104
CB6000 192.168.1.104
CB5000 192.168.1.101 (legacy product)
ION-LT2 192.168.1.101 (legacy product)
Soundpost 192.168.1.103 (legacy product)

Appendix B: Default Login Information

FrontRow Default Login Information

Webmin From a browser: http://192.168.1.99:10000
Username: dealer
Initial password: pleasechangeme (first login)
VM console interface Username: sysadmin
Initial password: pleasechangeme (first login)
Conductor Client Username: admin
(Windows) Initial password: admin4conductor (first login)
Maestro Client Username: admin
(Windows) Initial password: admindmaestro (first login)
Conductor Database Username: cserv_admin
Initial password: calypso
Maestro Database Username: cserv_admin
Initial password: calypso
Encore server login Username: admin

Initial password:

password (highly recommend changing after first login)

Maestro control page direct
link:

From a browser:

http://192.168.1.99/calypso/maestro/control
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Appendix C: System Bootup & Shut Down

To reboot or shut down the server (for relocation or troubleshooting), go to the System / Bootup and Shutdown menu and
select the desired option at the bottom of the page. In virtual machine environments, some VMMs may provide other
mechanisms for shutting down a VM “nicely”. Simply powering off the host system while the DRS-VM is running is not
recommended.

Login: dealer
& system
Bootup and Shutdown C:
O servers
O others
@ Networking
@ Hardware
Search

System Information

© Logout
e e e i et e 1t e o ooy e i e e e e e S e s
[ Reboot System Click on this button to immediately reboot the system currently logged in users will be disconnected
! - ! and all services will be re-started
| Shutdown System C_Iick on this button to @medlately shutdow(n the syste!'n All services 'W"I” be stopped, all users
disconnected and the system powered off (if your hardware supports it)

Appendix D: Advanced Database Access Setup

This is the process for reaching the database service on the DRS server from a client computer that falls outside of the defined
subnet range. Note that this does not include audio over IP packets sent/received from Conductor. Conductor is limited to the
DRS server’s IP address subnet.

This setup procedure, although not used often, allows the Maestro client to connect to the server database from outside the
school’s local network. If the client in question is on a “non-routable” IP network (i.e. has an address which starts with 10.x.x.x,
172.16.x.x or 192.168.x.x) then by default it should already have access. Otherwise use the following steps:

Log into Webmin on the DRS server

In the left menu click on Servers to open list

Click on PostgreSQL Database Server

On the right, click on Allowed Hosts under User, Groups and Permissions

At the bottom of the allowed hosts list, click on Create a new allowed host

If the remote client station is external and connecting via the internet, then:

a. Click on the radio button for the Single Host line

b.  Fillin the FULL IP address for the client host

7. If the remote client station is connecting via the school LAN or WAN but is outside the subnet for the DRS, AND if the
network of the remote client is not already listed as an Allowed Host, AND if that network subnet is under your
control, then:
a. Click on the radio button for the Network line with CIDR length line
b.  Fillin the first 3 octets of the client’s address followed by a 0, (e.g. 172.17.2.0)
c. Enter 24 for the CIDR length

8. For the Authentication mode, click on the MD5 encrypted password radio button

9. Click Create

ok wWwNPE
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Appendix E: Changing Passwords

Customers and dealers are responsible for implementing best practices for data security as described by the school and IT
policies.

1. To change the password for the Webmin “dealer” user, log into Webmin as “dealer”, then:

a. Under the Webmin tab, select Webmin Users, then click on “dealer”

@ NETGEAR Router WNR2IOOW X | @ NETGEAR Router WNR2IOW X | 3 Arens > Workspace tems > Files X | @ Frontiow DRS-5000 X & Webmin Users

Webmin 1881 X | 4
€« C 0 A Notsecure | 192.1683.09:1

Webmin Users
Webmin Users

© Webmin

& Selectall € Invert n ate a new privileged user (B Create a new safe user
+ Webmin Users

Webmin Users
& Selectall & invert n @ T Create a new saf

© Delete Selected

Webmin Groups

No Webmin groups defined.

@ Create a new Webmin group

b.

Under Webmin user access rights, you can set the password by selecting “Set to...”, entering a password, then
clicking the Save button.

Edit Webmin User

Webaman user acoess nghls

L e
Tt b w
Faidvid
wrrapcs aitp bt boed w < Fuaregr al nenl boge
Al rosmay
10 ik £y ST

User mberface ophions
Secuiy and himels oplions
Avamlable Webmin modules

Permissions for ol modules
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2. To change the “sysadmin” system password, log into Webmin as “sysadmin”, then:

a. Gotothe System tab, then select the sysadmin user.

& sys 3 sys Sys 7dev 7usi/sbin/nologin
syn( 4 nogroup sync /bin /bin/sync
Webmin =
games 5 games games /usr/games ‘ust/shin/nologin
man 6 man man /var/cache/man fust/sbin/nologin
Ip 7 Ip Ip /var/spool/lpd fusr/sbin/nologin
mail 8 mail mail /var/mail /usr/sbin/nologin
o W b news 9 news news /var/spool/news /ust/sbin/nologin
/ System uucp 10 uucp uucp /var/spool/uucp fust/sbin/nologin
proxy 13 proxy proxy /bin usi/shin/nologin
www-data 33 www-data www-data /var/www /ust/sbin/nologin
backup 34 backup backup /var/backups fust/sbhin/nologin
list 38 list Mailing List Manager Ivar/list fust/sbin/nologin
i 39 ire ired Jvar/run/ired ust/sbin/nologin
gnats 4 gnats Gnats Bug-Reporting System (admin) /var/lib/gnats fust/sbin/nologin
nobody 65634 nogroup nobody /nonexistent fusr/sbin/nologin
libuwd 100 libuuid /var/lib/libuuid
syslog 101 syslog /home/syslog /bin/false
messagebus 102 messagebus /var/run/dbus /bin/false
sshd 103 nogroup /var/run/sshd fust/sbin/nologin
postgres 104 postgres PostgreSQL administrator /var/lib/postgresql /bin/bash
drsadmin 1000 drsadmin DRS-5000 Administrator /home/drsadmin bin/bash
ntp 108 ntp /home/ntp /bin/false
sysadmin 1001 sysadmin *ﬁy:tom Administrator /home/sysadmin /bin/bash
¥ Selectall 2 Inver selection Create a new user
Users and Groups Delete Selected Users ]
@, Display Logins By o All users Only user s Show recent logins some one or all Unix users who have connected via SSH or
Usermin
%) Show Logged In Users Show users who are currently logged in via SSH or Usermin

b. Click on the Normal password radio button and enter the new password in the text field next to that. Then click

on Change.
User Details
Username sysadmin
User ID 1001
Real name Local System Administrator
Home directory * Automatic Directory &n
Shell /bin/bash v n

No password required
No login allowed

Password |#] Normal password

Pre-encrypted password  $6Seaal3|2X$ZcRIhT20A7ZxDadf1 THDVMSXaRQT 2qr7LITIMJPTGUWORW

Login temporarily disabled

**NOTE: FrontRow will not be able to determine the passwords. If you forget the password for sysadmin there is a fee for
unlocking the server. Store your password in a safe place!
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Appendix F: Nano Editor

Where a procedure requires the use of a Linux text editor, use the editor of your choice. Since the nano editor is available on
the DRS itself, it is used as an example throughout the procedures contained in this document. Below are the basics for using
this editor. However if you need more information there are numerous online resources.

To open a file using nano:

On the VM console, enter nano followed by the path to the file to be created or edited.
The syntax is: nano /path/to/filename

The example below opens a file called ssh_copy in the user’s current directory:

%> nano ssh copy

Parts of the nano screen:

The top of the screen shows the program and version number and the name of the file you're editing. Below this is
the contents of the file.

GHU mano 2.9.3 ssh_copy

susrsbin:sbin:susrsshin: shin

BEDIR=-ping drs_recovery
BMTOIR

The third line from the bottom is a “System Message” line that displays information relevant to the program
executing a function. Here you can see that is says “Read 13 Lines”.

[ Read 13 lines 1
Get Help O] Urite Out @ Where Is 1| Cut Text Al Justify i¥ Cur Pos Undo
Exit Read File | Replace Il Uncut Text gy To Linter Go To Line Redo

The final two rows at the bottom are referred to as “shortcuts” in nano, such as saving, quitting, justifying, etc. The
most common ones are listed at the bottom of the screen, but there are many more that aren’t.

**NOTE that nano does not use the Shift key in shortcuts. All shortcuts use lowercase letters and unmodified number
keys, so Ctrl+G is NOT Ctrl+Shift+G.

To modify a file, save it and exit:

NoukwWNRE

Navigate about the screen using the up/down/right/left arrows or use the mouse
Modify the file as required

Save the file: press Ctrl+O

Note the System Message: File Name to Write: ssh_copy

Press Enter

Note the System Message: Wrote 13 lines

Exit the editor: press Ctrl+X
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Appendix G: Changing the name of the NIC

This section requires entering commands on the VM console and the use of a Linux text editor. This example uses the nano
editor (see Appendix F for basic instruction on this editor) but you can use the editor of your choice.

1. With the DRS-VM running, at the VM console command prompt, login as sysadmin
You may be prompted to change the password on the first login. Do so with a “good” password.

2. From the command prompt, enter: ip a

%> ip a

Note the name of the NIC (e.g. “ens33”, not “lo”):

inet l...r‘.[l.l?.'.lzl:l g
valid_Ift forever preferred_Ift forever
'L'nrf[n B I "'I'i eEL'lIZII }m,t

d 192.168.1.255 .Jl.l_l|:ll:: global ensd3
ed_Ift forever
f4 scope link

3.  With root privileges (e.g. using sudo), change the NIC's name:

%> sudo nano /etc/netplan/0l-drsnet.yaml

e Under “ethernets:” line, change the NIC’s
name to the name noted in the prior step

e  Save the changes

The file should look similar to this:

4. From the command prompt enter reboot

%> reboot

Wait for reboot to complete. This may take a few minutes.
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